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Loi néi diu

QCVN XXXX:2021/BQP do Cyc Quan ly mat ma dan sy va

Kiém dinh san pham mat md — Ban Co yéu Chinh phu bién

soan, B Khoa hoc va Cong nghé thdm dinh, Ban Co yéu

Chinh pha trinh duyét va dugc ban hanh theo Quyét dinh sb
/2021/QDB-BQP ngay thang nam 2021 cua Bo

truong BO Qudc phong.



1. QUY DPINH CHUNG
1.1. Pham vi diéu chinh

Quy chuan k¥ thuat qubc gia nay quy dinh mue gi6i han cac déc tinh k¥ thuét
mit mi ctia cac san pham bao mat ludng IP str dung cong nghé TLS VPN, IPSec
VPN phuc vy bao v¢ thong tin khong thude pham vi bi mét nha nudec.

1.2. Poi twong ap dung

Quy chuan nay ap dung d6i v6i cac to chirc ca nhan kinh doanh va sir dung san
pham mét ma dan sy dé bao vé thong tin khong thudc pham vi bi mat nha nude.

1.3. Giai thich tir ngir

Trong Quy chuan nay, cac tir ngit dudi day duoc hiéu nhu sau:

1.3.1. "Thong tin khong thudc pham vi bi mat nha nudc" la thong tin khong
thudc ndi dung tin "tuyét mat", "toi mat" va “méat" dugc quy dinh tai Luat bao v¢ bi
mat nha nudc ngay 15 thang 11 nam 2018.

1.3.2. "Mat ma" 1a quy tic, quy udc riéng dung dé thay doi hinh thirc biéu hién
thong tin nham bao dam bi mat, xac thyuc, toan ven ctia ndi dung thong tin.

1.3.3. "Mat ma dan sy" 1a k¥ thudt mat ma va san phém mat ma duogc su dung
deé bao mat hodc xac thuc d6i véi thong tin khong thudc pham vi bi méat nha nude.

1.3.4. "San phﬁm mat ma dan sy" la cac tai li€u, trang thiét bi ky thuat va
nghiép vu mat ma dé bao vé thong tin khong thudc pham vi bi mét nha nudce.

1.3.5. "San phdm bao mat ludng IP" 13 san phdm mat ma dan sy sir dung cac
thuat toan mat ma, ky thuat mat ma dé tao kénh truyén bao mat gitra hai dau trén moi
truong mang IP.

1.3.6. "K§ thuat mat ma" 1a phuong phap, phuong tién c6 ing dung mat ma dé
bao v¢ thong tin.

1.3.7. "M4 hoa" la phép bién d6i kha nghich dir liéu boi thuat toan mat ma dé
tao ra ban ma, nham muc dich che giau néi dung thong tin cia dit li€u.

1.3.8. "Giai ma" la phép toan nguoc véi phép ma hoa tuong tng

1.3.9. "M3 khéi" 12 thuét toan mi hoa thao tac trén khdi ban 3, nghia 1a trén
xau bit c6 do dai xac dinh, két qua cho ra khoi ban ma.

1.3.10. "Khéa" 1a day cac ky tu st dung trong mot phép bién ddi mat ma (vi du
phép ma hoa, giai ma).

1.3.11. "Chiur ky so s6" 1a mot chudi sb, két qua cua phép bién doi mat ma trén
thong diép dir liéu nham cung cdp mot phuong tién dé kiém tra tinh xac thuc cia
ngudn gdc thong diép dit liéu, tinh toan ven cua dir liéu va tinh khong thé chéi bo cia
nguoi da ky.

1.3.12. Chir viét tit



Chir viét tit
AES

CAST

CBC

CFB

CTR
CTR_DRBG
DH

DRBG

DSA

EC

ECDSA
GOST
Hash_DRBG

HMAC

HMAC_DRBG

IKE

MQ_DRBG

MS_DRBG
NRBG
OFB

PRF

Tén tiéng anh
Advanced Encryption Standard

Carlisle Adams - Stafford

Tavares
Cipher Block Chaining Mode
Cipher Feedback Mode

Counter Mode

Counter - Deterministic
Random Bit Generator
Diffie-Hellman

Deterministic  Random  Bit
Generator

Digital Signature Algorithm
Elliptic Curve
Elliptic Curve

Signature Algorithm
Russian National Standard

Digital

Hash Deterministic Random
Bit Generator

Hashed Message
Authentication Code
HMAC - Deterministic

Random Bit Generator
Internet Key Exchange

Multivariate Quadratic
Deterministic  Random  Bit
Generator

Micali-Schnorr  Deterministic
Random Bit Generator
Non-deterministic Random Bit
Generator

Output Feedback Mode

Pseudo Random Function

Tén tiéng viét
Tiéu chuan ma hoéa tién tién

Tén cia hé ma do ba nha toan
hoc phat minh Carlisle Adams va
Stafford Tavares

Ché d6 hoat dong moc xich khéi
ma

Ché d6 phan hdi ban ma

Ché do bo dém

B tao bit ngiu nhién tat dinh
duya trén bd dém
Giao thirc thoa
Diffie-Hellman
B tao bit ngau nhién tat dinh

thuan khoa

Thuét toan chit ky sd
Puong cong Elliptic

Thuat toan chit ky sb dua trén
duong cong Elliptic

Tiéu chuin Qudc gia Lién bang
Nga

Bo tao bit ngdu nhién tat dinh
dua trén ham bam

Ma xac thuc thong bao dua trén
ham bam

Bo tao bit ngiu nhién tat dinh
dua trén HMAC

Giao thirc trao d6i khoa

Bo tao bit ngdu nhién tat dinh bac
hai da bién

Bo tao bit ngdu nhién tat dinh
Micali Schnorr
B0 tao bit ngau nhién bat dinh

Ché d6 phan hodi dau ra

Ham gia ngau nhién



RFC
RSA

SHA

TDES

TLS

VPN

Request for Comments

Rivest - Shamir - Adleman

Secure Hash Algorithm

Triple
Algorithm

Data

Encryption

Transport Layer Security

Virtual Private Network

1.3.13. Giai thich tham sb

Chir viét tit
AES

CAST

CBC

CFB

CTR
CTR_DRBG
DH

DRBG

DSA

EC

ECDSA
GOST
Hash_DRBG

HMAC

Tén tiéng anh

Advanced Encryption Standard

Carlisle Adams -

Tavares

Stafford

Cipher Block Chaining Mode

Cipher Feedback Mode

Counter Mode

Counter -

Deterministic

Random Bit Generator

Diffie-Hellman

Deterministic
Generator

Random Bit

Digital Signature Algorithm

Elliptic Curve

Elliptic

Curve

Digital

Signature Algorithm
Russian National Standard

Hash Deterministic Random

Bit Generator
Hashed

Message

Authentication Code

Dé nghi duyét thao va binh luan

Tén cua hé ma do ba nha toan
hoc Rivest, Shamir va Adleman
phat minh

Thuat toan bam an toan

Thuat toan ma hoa dir liéu Triple-
DES
Béao mat tang giao van

Mang riéng 4o

Tén tiéng viét
Tiéu chuan ma hoéa tién tién

Tén cua hé ma do ba nha toan
hoc phat minh Carlisle Adams va
Stafford Tavares

Ché d6 hoat dong moc xich khéi
ma

Ché d6 phan hdi ban ma

Ché d6 bo dém

Bo tao bit ngau nhién tat dinh
dua trén bo dém
Giao thirc thoa
Diffie-Hellman
B0 tao bit ngau nhién tat dinh

thuan khoa

Thuét toan chit ky s6
Puong cong Elliptic

Thuat toan chit ky sé dua trén
duong cong Elliptic

Tiéu chuan Qudc gia Lién bang
Nga

Bo tao bit ngiu nhién tat dinh
dua trén ham bam

M4 xac thuc thong bao dya trén
ham bam



HMAC_DRBG HMAC -

IKE

MQ_DRBG

MS_DRBG
NIST
NRBG
OFB

PRF

RFC

RSA

SHA
SP
TCVN
TDES
TLS

VPN

6

Deterministic
Random Bit Generator
Internet Key Exchange

Multivariate Quadratic
Deterministic Random  Bit
Generator

Micali-Schnorr  Deterministic
Random Bit Generator
National Institute of Standards
and Technology
Non-deterministic Random Bit
Generator

Output Feedback Mode

Pseudo Random Function
Request for Comments

Rivest - Shamir - Adleman

Secure Hash Algorithm

Special Publication

Triple Data
Algorithm

Transport Layer Security

Encryption

Virtual Private Network

Bo tao bit ngau nhién tat dinh
dya trén HMAC
Giao thirc trao do6i khoa

B0 tao bit ngiu nhién tit dinh bac
hai da bién

Bo tao bit ngiu nhién tat dinh
Micali Schnorr

Vién Tiéu chuan va KV thuat
quoc gia Hoa Ky )

B6 tao bit ngau nhién bat dinh
Ché d6 phan hoi dau ra

Ham gia ngau nhién

Dé nghi duyét thao va binh ludn

Tén cua hé ma do ba nha toan
hoc Rivest, Shamir va Adleman
phat minh

Thuat toan bam an toan

An pham dic biét

Tiéu chuan qudc gia Viét Nam
Thuét toan ma hoa dir liéu Triple-
DES

Bao mat tang giao van

Mang riéng 4o



2. QUY PINH KY THUAT
2.1. Yéu cau ky thuit san phiam sir dung céng nghé IPsec VPN

2.1.1. Yéu céu vé sir dung giao thirc va thuit toan mat ma

- Str dung mdt trong céc giao thirc xac thuc va trao doi khoa sau:

STT Giao thirc xac thwe va trao déi khéa
1 IKEvV1
2 IKEV2

- St dung mdt trong cac thuat todn ma khdi sau:

STT Thuit toan ma khéi
1 AES
2 TDEA
3 Camellia
4 CAST
5 SEED
6 GOST R 34.12-2015

- Str dung mot trong cac thuat toan ky s sau:

STT Thuit toan ky sb
1 RSASSA-PSS
2 DSA
3 ECDSA
4 GOST R34.10-2001
5 GOST R34.10-2012

- Str dung mdt trong cac thuit toan trao ddi khoa sau:

STT Thuét toan

1 DH




‘ 2 ’ ECDH

- Str dung mdt trong cac thuat todn ham bam sau:

STT Thuat toan

1 SHA-256, SHA-512/256, SHA3-256

2 SHA-384, SHA3-384

3 SHA-512, SHA3-512

- Sur dung mot trong cac thuat toan ma xac thyc thong bao sau:

STT Thuit toan

1 | HMAC_SHAL 96

2 | AES_XCBC_96

3 | AES_ CMAC_96

4 | HMAC_SHA 256_128

5 | HMAC_SHA_256

6 HMAC_SHA_384_192

7 HMAC_SHA_384

8 | HMAC_SHA 512 256

9 | HMAC_SHA 512

10 | HMAC_SHA3_256_128

11 HMAC_SHA3_256

12 | HMAC_SHA3 384 192

13 HMAC_SHA3_384

14 | HMAC_SHA3 512 256

15 HMAC_SHA3 512
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- Str dung mot trong cac thut todn mat ma dung trong ham gia ngiu nhién
(PRF) sau:

STT Thuit toan

1 AES128 _XCBC

2 | AES128 CMAC

3 | HMAC_SHA1

4 | HMAC_SHA_256

5 | HMAC_SHA_384

6 | HMAC_SHA 512

7 | HMAC_SHA3_256
8 | HMAC_SHA3 384
9 | HMAC_SHA3 512

- Str dung mdt trong cac bd tao s6 ngau nhién sau:

STT Thuat toan
1 Hash_DRBG
2 HMAC_DRBG
3 CTR_DRBG
4 OFB_DRBG
5 MS_DRBG
6 MQ_DRBG
7 XOR - NRBG
8 Oversampling-NRBG Construction

2.1.2. Yéu cau veé an toan giao thirc va tham so6 mat ma

- Yéu cau ve thoi gian sit dung va ché do hoat dong cua giao thiic xac thuc va
trao do6i khéa nhu sau:

STT Xac thuc va trao déi khéa | Ché do hoat dong | Sir dung dén
nam
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Main Mode va

1 IKEv1 ) 2025
Aggressive Mode
Main Mode,
2 IKEV2 Aggressive Mode va 2027

Quick Mode

- Yéu cau an toan tham s6 mat ma doi voi thudt toan ma khoi nhu sau:

£ an N Kich thwéc .,
STT = Thujttoan  CPEdohoatdong 1\ o iheo SFAUNE ppom chibu
cua ma khoi bit dén nam
CBC, CFB, OFB,
1 AES GCM, CCM hodc = >128 2027
CTR
' § [TCVN
2 ToEA  BOCEDOFBhOIC9gp 1 027 | 113673,
[TCVN
CBC, CFB, OFB, 12213],
3 Camellia GCM, CCM hoic > 128 2027 [SP 800-38D],
CTR [RFC2612],
} RFC4309],
s casT  CBC.CFB,OFBhofc oo 5007 [ 1.
CTR [RFC8247] |
CBC, CFB, OFB,
5 SEED GCM, CCM hoic = >128 2027
CTR
6 OIS cmrer 256 | 2027 | [RFC7801] |

Yéu cau an toan tham s6 mat ma doi voi thudt toan ky so nhu sau:

P§ dai tham s6

St dung

STT Thuit toin ) PR Tham chiéu
theo bit dén nam
1 nlen = 2048 2025 |[TCVN 12214-2],|
RSASSA-PSS [FIPS PUB 186-4],|
2 nlen > 3072 2027 [SP 800-131A]
3 DSA L = 2048, N = 224 2025  |[TCVN 12214-3],

Comment [Ma1]: Cho thuat toan AES, 3DES
Camelia

Comment [Ma2]: Céc ché d¢ hoat dong ECB
CBC, CTR, OFB, CFB

Comment [Ma4]: Ché 46 CCM

Comment [Ma5]: Cac thuat toan sir dung tror

[ Comment [Ma3]: Cho thuat toan CAST
{ ipsec

( comment [Ma6]: Thuit ton GOST R34

Comment [Ma7]: Co ché phan tich s6 nguyér

Comment [Ma8]: ECDSA, DSA, RSA

Comment [Ma9]: Khuyén nghi vé sir dung kk

(
(
(
(

Comment [Ma10]: DSA va ECDSA
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4 L = 2048, N = 256 2025 [FIPS PUB 186-4],|
] [SP 800-131A]

5 L>3072, N>256 2027

6 ECDSA n>256 2027

7 | GOST R34.10-2001 q =256 2027
[RFC7091] |

8 | GOST R34.10-2012 256<q<512 2027

- Y&u cau an toan tham s6 mat ma doi véi thuat toan trao déi khoa nhu sau:

( comment [Ma11]: ECDsA, DsA

{ Comment [Ma12]: Khuyén nghi vé st dung
khéa

[ Comment [Ma13]: Thuat toan GOST

STT Thuat tosn Do dai thba,m so theo S}r dl{l‘lg Tham chiéu
It dén nim
1 L =2048, N = 224 2025
[’SP 800-56 Aﬂ ~( comment [Ma14]: DH, ECC
2 DH L = 2048, N = 256 2025 bt
[RFC2631]
3 L >3072, N >256 2027
[’SP 800-56Aﬂ ) [Comment [Ma15]: DH, ECC
4 ECDH n>256 2027 I, |
[RFC6090]

- Yéu cau d6i voi tham so khoi tao khoa:

STT Thuét toan DP§ dai tham sd (bit)
e p, q lacac s6 nguyén t duoc sinh ngau nhién
1 RSA e S6 mil cong khai e:
65537 <e <2n£em—25'9curity_strs‘ngth.
e p 12 mét s6 nguyén té, sao cho 2-*<p< 2.
2 DSA ey o
e ( la wéc nguyén to caa (p - 1), sao cho 27 <p< 2°.
3 ECDSA e n 1a bac cua diém G va phai 1a mot sb nguyén té.

4 | GOST R34.10-2001

5 |GOST R34.10-2012

e qla bac cua diém P va phai 1a mét sé nguyén td.

6 DH

e p la mot s6 nguyén t6, sao cho 2-"<p< 2"
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e ¢ 12 wéc nguyén tb cua (p - 1), sao cho 2N *<p< 2"

7 ECDH e n la bac cua diém G va phai 12 mot s6 nguyén té.

— B0 an toan security_strength theo bit:

Security strength RSA DSA ECDSA Tham chiéu
112 2048 2048 224-255
128 3072 3072 256-383
192 7680 7680 384-511 SP800-57
256 15360 15360 512+

- Yéu cau an toan st dung doi voi thuét toan thuat toan ham bam nhu sau:

Tham chiéu

STT Thuit toan Sir dung dén nim
1 | SHA-256, SHA-512/256, SHA3-256 2027
2 | SHA-384, SHA3-384 2027
3 | SHA-512, SHA3-512 2027

- Yéu cau an toan st dung doi véi thuat toan dam bdo tinh toan ven cia thong

diép nhu sau:

[ Comment [Ma16]: Ham bam chuyén dung

[Comment [Ma17]: SHA-2

( comment [Ma18]: Titu chuin SHA3

STT Thuét toan Sir dung dén nim Tham chiéu
1 | HMAC_SHAL 96 2023 [RFC7296] ((comment [Hai91: HAc a6
2 | AES_XCBC_96 2027 [RFC7296] ~((comment [Ma201; Ags xcac_ 96
3 | AES_CMAC_9% 2027 [RFC4494] ~{(Comment [Ma24: A€ crACSs
4 | HMAC_SHA 256_128 2027
5 | HMAC_SHA 256 2027
6  HMAC_SHA 384 192 2027
7 | HMAC_SHA 384 2027 [FIPS PUB 207],  Comment[Ma22): Tieuchuin srad
8 | HMAC_SHA 512 256 2027 [RFC4868] | | Gomasnt Maz3]: HAG Sazsd tn 12
9 | HMAC_SHA 512 2027
10 | HMAC_SHA3 256 128 2027
11 | HMAC_SHA3 256 2027




13

12 | HMAC_SHAS3 384 192 2027
13 | HMAC_SHAS3 384 2027
14 | HMAC_SHAS3 512 256 2027
15 | HMAC_SHAS3 512 2027
- Yéu cau an toan st dung dbi véi thuat toan mat ma ding trong ham gia ngiu
nhién (PRF) nhu sau:
STT Thuét toan Sir dung dén nim Tham chiéu

1 | aesios xcac 2027 [RFC7296], [.‘:&‘J;“e“t [Ma24]: PRFAES XCBC rong

- nR FC8247D 77777777777777777 {t(r:gl:grl\rént [Ma25]: PRF, Céc thuat ton su d
2 | AES128 CMAC p027 [RFC4615], {{Comment [M5263: PRFAES oMAC

— nR FC8247ﬂ 77777777777777777 [t(r:gr:‘g‘?;seg::t [Ma27]: PRF, Cac thuat ton sir dy

[‘RFCZ 10 4“} 77777777777777777 { ﬁ?ﬂg_gﬁi&”an]: Ma xac thuc thong digp -
3 HMAC_SHAL 2027 nR FC8247[| 77777777777777777 [tcrg:;?;see.;t [Ma29]: PRF, Cic thuit todn sir
4 HMAC_SHA 256 2027
5 HMAC_SHA 384 2027 [
Comment [Ma30]: Tiéu chuin SHA3
6 | HMAC_SHA 512 2027 [FIPSPUB 202], |
[‘RFC4868[|”, 777777777777777 [ggr?;rlr;:enct [Ma31]: HMAC-SHA256 dén 512
7 H MAC_SHA3_256 2027 nR FC8247[] { Comment [Ma32]: PRF, Cac thuat toan st dt
8 | HMAC_SHA3_384 2027 —
9 HMAC SHA3 512 2027
- Yéu cdu an toan st dung dbi vai cac bo tao sb ngau nhién sau:
STT Thuit toan Sir dung dén nim Tham chiéu

1 Hash_DRBG 2027
2 HMAC_DRBG 2027 [ITCVN 12853“, VVVVVVVVV [Comment [Ma33]: Bo tao bit ngau nhién
3 CTR_DRBG 2027 [’SP 800-90A[], 7777777777777 { mgT;n'\ll:lgl_‘rdaBH: Tiéu chuan v& tao bit ngal
4 OFB_DRBG 2027 HSP 800-131Aﬂ, 777777777 {g\zr;::g:gx;i:ga Khuyén nghi ciia NIST vé
5 MS_DRBG 2027




14

6 MQ_DRBG 2027

7 XOR - NRBG 2027

[SP 800-90C],

8

Oversampling-NRBG
Construction

2027 [SP 800-203]

Comment [Ma36]: https:/nvipubs.nist.gov/ni
ubs/SpecialPublications/NIST.SP.800-203.pdf

2.2. Yéu cau ky thuét san phiam sir dung céng nghé TLS VPN

2.2.1. Yéu cu vé sir dung giao thirc va thuit toan mat ma

- St dung mdt trong cac giao thuc tao kénh bao mat sau:

STT Giao thirce
1 TLS 1.2
2 TLS 1.3

- Str dung mdt trong cac thuat todn ma khéi sau:

STT Thuit toan
1 AES
2 TDEA
3 Camellia
4 CAST
5 SEED
6 GOST R 34.12-2015

- St dung mot trong cac phuong thirc xac thuc sau:

STT Thuét toan
I Sir dung mat ma khoa cong khai
1 RSASSA-PSS
3 DSA
6 ECDSA
7 GOST R34.10-2001



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-203.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-203.pdf
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8 GOST R34.10-2012

1 Str dung khéa bi méit chia sé truée

1 PSK

- Su dung mot trong cac thuét toan sau cho trao ddi khoa:

STT Thuit toan
1 DH
2 ECDH

- Sur dung mét trong cac thuét toan bam sau:

STT Thuét toan

1 SHA-256, SHA-512/256, SHA3-256

2 SHA-384, SHA3-384

3 SHA-512, SHA3-512

- Su dung mot trong cac bd tao sO ngau nhién sau:

STT Thuét toan

1 Hash_DRBG

2 HMAC_DRBG

3 CTR_DRBG

4 OFB_DRBG

5 MS_DRBG

6 MQ_DRBG

7 XOR-NRBG Construction

8 Oversampling-NRBG Construction

- Sir dung mot trong céc thuat toan mat ma dung trong ham gia ngau nhién (PRF).

STT Thuét toan
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AES128 XCBC

AES128 CMAC

HMAC_SHA1

HMAC_SHA._256

HMAC_SHA_384

HMAC_SHA_512

~N o o BN

HMAC_SHA3_256

HMAC_SHA3 384

© | 0

HMAC_SHA3 512

2.2.2. Yéu cau vé an toan giao thirc va tham s6 mat ma

- Yéu cau vé thoi gian st dung giao thirc tao kénh bao mat nhu sau:

STT Giao thirc Sir dung dén nim
1 TLS 1.2 2027
2 TLS 1.3 2027

- Y&u cau an toan tham s6 mat ma doi véi thuat toan ma khoi nhu sau:

A " Kich thuédc .,
STT | Thujttosn = ChEd@hoatddng fpoipnes ST AUNE o chibu
cua ma khoi bit den nam
CBC, CFB, OFB,
1 >
1 AES GCM, Cc%w hodc > 128 2027 [TCUN
11367-3],
2 TDEA  CBGCEFB OFBhode g9, 1 o7 | [TCUN
CTR 12213], |
CBC, CFB, OFB, [SP 800-
3 Camellia GCM, CCM hoic > 128 2027 38D],
CTR [RFC4309],
< RFC8247],
. cast  CBC,CFB,OFBhoic oo | 5007 [ I |
CTR [RFC2612] |
5 SEED CBC, CFB, OFB, > 128 2027

Comment [Ma37]: Cho thuat toan AES, 3DE
Camelia

Comment [Ma38]: Céc ché do hoat dong EC
CBC, CTR, OFB, CFB

[ Comment [Ma39]: Ché ¢6 CCM

{ Comment [Ma40]: Cac thuat toan sir dung tre
ipsec

( comment [Ma41]: Cho thuat toan CAST
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GCM, CCM hoac

CTR
6 GOSEOR]_534'12_ CTR, CFB 256 2027 [RFC7801]
- Yéu cau an toan tham s6 mat ma ddi véi cac phuong thirc x4c thuc nhu sau:
Po dai tham sb 1 .
STT Thuét todn ' ) Swdung | pyom chiéu
theo bit dén nam
| Sir dung mat ma khoa cong khai
1 nlen = 2048 2025 [TTCVN 12214_2[1!” ) [Comment [Ma42]: Co ché phan tich s6 nguyt
RSASSA-PSS HF|PS PUB 186_4{]7!7 ( comment [Ma43]: ECDSA, DSA, RSA
2 nlen > 3072 2027 [’SP 800-131Aﬂ {Comment [Ma44]: Khuyén nghj vé sir dung
rrrrrr khéa
3 L =2048, N =224 2025
4 DSA L= 2048, N = 256 2025 [TTCVN 12214_3['1 [Comment [Ma45]: DSA va ECDSA
[FIPS PUB 186-4], ( comment [Ma46]: ECDSA, DsA
5 L> 3072, N>256 2027 nSP 800-131A[] {Comment [Ma47]: Khuyén nghj v& str dung
"""" khéa
6 ECDSA n>256 2027
7 GOST R34.10-2001 g =256 2027
[’RF C7 09 1“ [ Comment [Ma48]: Thuat toan GOST
8 GOST R34.10-2012 256 <q<512 2027 |
Il | Sir dung khéa bi mét chia sé truéc
- Pap ung cac yéu cau [SP 800-52],
A RO [RFC4279],
1 PSK Zlel I;[ham sO mat ma sir 2027 RFC5487],
HNg. [RFC5489]
- Yéu cau an toan tham sé mat ma dbi vé4i thuat toan trao ddi khoa nhu sau:
P dai tham sb ; .
STT Thuit toan ) ., S?, dl‘l,n € | Tham chiéu
theo bit dén nam
1 RSA nlen = 2048 2025 [TTCVN 12214_2[], ) [Comment [Ma49]: Co ché phan tich s nguy!
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[FIPS PUB 186-4],| ( comment [Ma50]: ECDSA, DSA, RSA
2 nlen > 3072 2027 nSp 800-131 Aﬂ [cqmment [Ma51]: Khuyén nghi vé str dung
"""" khoa
3 L =2048,N =224 2025
[’SP 800-56Aﬂ ) ( comment [Ma52]: bH, ECC
4 DH L = 2048, N = 256 2025 T :
[’RFCZGglﬂ 777777777777 [ Comment [Ma53]: Trao doi khoa DH
5 L>3072,N>256 2027
[’SP 800-56 Aﬂ ( comment [Ma54]: DH, ECC
6 ECDH n>256 2027 Tl :
[’RFCGOQO“ 777777777777 [Comment [Ma55]: Mb ta vé ECDH
- Yéu cau ddi v6i tham sé khoi tao khoa:
STT Thuét toan Do dai tham s (bit)

e p, q la cac s6 nguyén t duoc sinh ngau nhién

1 RSA e S6 mil cong khai e
65,537 <e <2n£e11—259curity_stﬂ_mgth )

e p la mot s6 nguyén tb, sao cho 2-"<p< 2",
2 DSA e o

e  la uéc nguyén to caa (p - 1), sao cho 27 <p< 2",
3 ECDSA e n la bac cua diém G va phai 12 mot s6 nguyén té.
4 |GOST R34.10-2001

e gla bac cua diém P va phai 1a mot s6 nguyén tb.
5 |GOST R34.10-2012

e p 12 mét s6 nguyén té, sao cho 2-*<p< 2.
6 DH ) N N

e g la uwdc nguyén to cua (p - 1), sao cho 27 "<p< 2™,
7 ECDH e n la bac cua diém G va phai 1a mot s6 nguyén to.

— D0 an toan security_strength theo bit:

Security strength RSA DSA ECDSA Tham chiéu
112 2048 2048 224-255
128 3072 3072 256-383
192 7680 7680 384-511 SP800-57
256 15360 15360 512+

- Yéu cau an toan st dung ddi vé6i thuat toan thuét toan ham bam nhu sau:
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STT Thuét todn Swdung | pyam chibu
dén nam
1 SHA'256, SHA'512/256, SHA3'256 2027 [I-I—CVN 11816'3“, VVVVVVV [Comment [Ma56]: Ham bam chuyén dung
2 |SHA-384, SHA3-384 2027 | [FIPS PUB 180-4], | ( comment [Ma57]: sHA-2
3 SHA-512, SHA3.512 2027 [FIPS PUB 202], | ( comment [Ma58]: Tieu chuin SHA3
- Yéu ciu an toan sir dung dbi voi thuat todn mat ma dung trong ham gia ngiu
nhién (PRF) nhu sau:
STT Thuét toan Sir dung dén nim Tham chiéu
[‘RF C729 6“ , { f:lgé'c?ent [Ma59]: PRF_AES_XCBC trong
1 | AES128 XCBC 2027 |
nR FC8247“ {Comment [Ma60]: PRF, Cac thuét toan sir dt
—————————————— trong IKE
[‘RFC4615“, VVVVVVVVVVVVVVVVV ) [Comment [Ma61]: PRF_AES_CMAC
2 AES128 CMAC 2027
HR F08247ﬂ 777777777777777 [ggr?;:gseegt [Ma62]: PRF, C4c thuat toan sir
RFCZ 10 , Comm_ent [Ma63]: Ma xac thuc thong diép —
3 | HMAC_SHA1 2027 ! - {”MAC AL
[]R FC8247“ {Coml_nent [Ma64]: PRF, Cc thuat toan sir
""""""""" trong Ipsec
4 HMAC_SHA 256 2027
5 HMAC_SHA 384 2027 [
’ Comment [Ma65]: Tiéu chuin SHA3
6 | HMAC_SHA 512 2027 [FIPSPUB202], | - |
T AC SHAS 75 v [RFC4868], [ﬁ(?n';“.‘;;“c‘ [Ma66]: HMAC-SHA256 dén 512
- - [IR FC8247ﬂ [ Comment [Ma67]: PRF, Céc thuat todn sir dy
"""""""""" trong ipsec
8  HMAC_SHA3 384 2027 —
9 HMAC_SHA3 512 2027
- Yéu cdu an toan st dung ddi véi cac bo tao sb ngau nhién sau:
STT Thuét toan Sir dung dén nim Tham chiéu
1 Hash_DRBG 2027 [
Comment [Ma68]: B tao bit ngiu nhién
2 HMAC_DRBG 2027 (TCVN12853). |
[’SP 800-90 Aﬂ, 7777777777777 { gmémnT;nﬁlngdaw]: Tiéu chuin vé tao bit nga
3 CTR_DRBG 2027 [SP 800-131A], [chomment [Ma703: Khuyin g cia IST v
""""""" thoi gian sir dung khéa
4 OFB_DRBG 2027
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MS_DRBG 2027
MQ_DRBG 2027
XOR - NRBG 2027
[SP 800-90C],
Oversampling-NRBG 2027 [SP800-203] |

Construction

Comment [Ma71]: https://nvlpubs.nist.gov/ni
ubs/SpecialPublications/NIST.SP.800-203.pdf



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-203.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-203.pdf
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3.QUY PINH VE QUAN LY

3.1. Cac murc gidi han cia dac tinh ky thuat mat ma néu tai Quy chuan nay la
cac chi tiéu chat lugng phuc vu quan ly chat luong san pham méat ma dan sy dugc quy
dinh tai Luat an toan thong tin mang ngay 19 thang 11 nam 2015.

3.2. Cong bd hop quy, ching nhén hop quy theo Théng tu s6 28/2012/TT-
BKHCN ngay 12/12/2012 va Thong tu 5O 02/2017/TT-BKHCN ngay 31/3/2017 stra
d6i, b sung mot sd dicu cua Thong tu sO 28/2012/TT- BKHCN ngay 12/12/2012,
quan 1y cong bd hop quy dua trén két qua ching nhan cua td chirc chimg nhan duoc
chi dinh theo quy dinh ctia phap luat.

3.3. Hoat dong kiém tra, danh gia chat luong san phdm mat ma duoc co quan
quan 1y nha nudc c6 tham quyén tién hanh dinh ky hang nam hoac dot xuat.

3.4, Céc quy dinh trong trong Quy chuan duoc ra soat laihang nam dé sira doi,
bd sung Quy chuan nay d¢ dam bao phu hop véi thyc tién va dap Gng yéu cau quan
ly.

4. TRACH NHIEM CUA TO CHUC, CA NHAN

Co quan, to chirc c4 nhan hoat dong kinh doanh va sir dung san pham bao mat
ludng IP phai dam bao chat lwong phu hop voi Quy chuan nay, thuc hién cong bd hop
quy theo Quy dinh vé chimg nhan hop chuan, chimng nhén hop quy va cong b6 hop
chuan, cong bd hop quy ban hanh kém theo Théng tu s6 28/2012/TT-BKHCN ngay
12/12/2012 va Théng tu s6 02/2017/TT-BKHCN ngay 31/3/2017 sira d6i, bd sung
mot s6 diéu ciia Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012 va theo quy dinh
tai Ludt An toan thong tin mang ngay 19 thang 11 nim 2015 va chiu sy kiém tra
thuong xuyén, dot xuat ciia co quan quan 1y nha nudc theo cac quy dinh hién hanh.

5. TO CHUC THU'C HIEN

Cuyc Quéan ly mat ma dan sy va Kiém dinh san phim mét md - Ban Co yéu
Chinh phu c6 trach nhiém huong dan, t6 chirc trién khai quan 1y k¥ thuat mat ma theo
Quy chuan nay.

Ban Co yéu Chinh phu gitp B truong Bo Quéc phong ra soat, stra d6i, bd
sung Quy chuan nay dé¢ dam bao phu hop véi thyce tién va dap tng yéu cau quan ly./.
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Phu luc A
(Quy dinh)
Quy dinh vé& ma HS ctia san phim bao mat ludng IP sir dung cong nghé IPSec va TLS

TT Tén sian pham, hang hoa Misé HS | Mb ta sain pham hang
theo QCVN héa

01 San pham mat mi dan sy | 8471.30.90 |San pham co6 tinh ning
thugc nhom san phadm bao mat | 8471.41.90 |bao mat ludng IP su
ludng IP va bao mat kénh 8471.49.90 |dung cong nghé IPSec
8471.80.90 | hodac TLS

8517.62.10
8517.62.21
8517.62.29
8517.62.30
8517.62.41
8517.62.42
8517.62.49
8517.62.51
8517.62.52
8517.62.53
8517.62.59
8517.62.61
8517.62.69
8517.62.91
8517.62.92
8517.62.99
8525.50.00
8525.60.00
8528.71.11
8528.71.19
8528.71.91
8528.71.99
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